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A few sample condition fingerprint image detail encryption

algorithm considering privacy information security
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Abstract: To ensure the security and privacy of fingerprint information, a very few sample conditional
fingerprint image detail encryption algorithm considering privacy information security is proposed. Under
extremely few sample conditions, the fingerprint plaintext image is divided into multiple square image
blocks using the block principle of the square theorem to construct the magic square matrix required for
scrambling. After unfolding and scrambling each matrix, operations such as stitching and transposing are
carried out to fully diffuse all pixels and restore them to the original fingerprint image size. After multiple
scrambling operations, the pre encrypted fingerprint image is obtained. Compose a fingerprint image cube
from plaintext images, form an initial key through the hash value and external parameters of the plaintext
image, and substitute it into a chaotic system to form the desired sequence. Using chaotic sequences to

form masks and rule matrices, dynamic DNA encoding is performed on the mask matrix and scrambling
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through a rule matrix, and the final encrypted fingerprint image details can be obtained through DNA
encryption

dynamic decoding. The experimental results show that the proposed algorithm can more efficiently ensure
the privacy information security of fingerprint images under very few sample conditions.
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results. At the same time, DNA operations are performed on the encoded image cube and mask matrix
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Fig. 1 Flow chart of fingerprint image detail
encryption with few sample conditions

considering privacy information security

QAT NSk AL S BB
1.2.1 EFELBY B

SEAREEE PO ALK VARSI R RN
AbH
1.2.2 ¥ BB

Xof B WL 4G R R T 30 45 DNA 4t 18 il 12 54
A 5, Joe 26 AR UMD % AR o 2 0 3 40 R R
mr.

(DI . K RIEIRSE R m X n i F8 4L
A S P15 2 3 o — e K LB R SR 5 >R T SHA -
256 BRET R R Y 256 LA A 2,0 2R
& B0 I SC PR % 43 IR — 7 57 K R, 3T I
1R MR BT b AR RAEAE k= k) X ko, H by F1 by ¥ 4 1F
B, WK MR R B 4L B 4n 28 (4) T

Rl RZ e sz
, sz 1 sz +2 . RM')
Rmm Kb R . .
R(/s,—l)ﬁ,+1 R(k,—l)k,+2 R(/e,—l)zk)
(4)

SE N IR EAE |, B AL E AN S 4k, 8 i =X
(5) Bl Al 4% B 41 2D-LACM 38 36 & 45 4 9 i
PN ECY 2 U F

2 =mod(( p,+ ps) X 10%,1)

¥ =mod(( p.+ p.) ¥ 10", 1) (5)

¢ =mod(( pi+ po+ pst pi) X 10*,1)

K :p1pops Bl p, FHLH PREL

(2)IE LR IE 7 91 o R ) B 1 R0 45 1 2 21
XF 2D-LACM IR i & Gt J& F 1, + kmn X 3% A8 AL
B AR B AS RIS X Y K BE YN kmn

(3) 20 248 LG S 7 ik o 4 ki 48 B0 S
5 Fi BRF 5 (9 96 J5 HE Y | 21 i 48 a0 R T 7 ik
GBI E R X m X n,

()X 48 se BHE 7 7 BRI Z m 14 . #=
VA G 14 25 BT 48 S0 AR S J7 R TR T 22 ) 9 4 Ak
PLLE S BT G YRR R RS BRI
F E ouier, NPT

prtpatpatps )

Eorder:mod(fl()()r(< 1 x10", 6 |+1

(6)

R floor («) M Ta N BUEE pR KL, XFHE SRR ST
T7 Ry 90 45 BE 3 A A AR Bl 1o i 4 4 A

$ Rk 4 R £ A F A 7 ) BN = oo



+ 690 - THRKRKRFFHR(OT F RKR)

% 55 %

Mo o, Wil = n A A RN GJEIF L
Ab PR RBCE FL S AR L, IO B4 2w
AL,

(5) JBIF 8 & DNA g fith . X & GL 7Kk LA
x BT ) A5 k)2 R SUEIME A Y R TT 3 A8 DNA S
i, %t 58 £ 2 B R Enc(7) 80 & FF DNA
A, ELOR B TSR QR s
Em‘(i)zmod(ﬂoor(xo(i+ mn) X 10 “,8>>+ 1

(7)

#5250 B 5 b B S L, AR I DNA 4 65 57
TR T, SR 0 TR M U, fd R Rule J&
T G i AL L, AR P

Rule=mod( floor ( pi+ p.) X 10%,8) (8)

5 R L 41 BV AT K35 DNA 45 5 1 6 J
HiFE T

(6) B JF DNA # 53z 58 . X 8 FL 7 7 1K
FF DNA #E s 5 5 4, %8 AL R 5 5 ik R
FF DNA 4 i ib B 5 SK I , >R FHAE B3 RE I 4 5 20 B
T 0] R

(7) B FF 8 & DNA f# 5% . X & GLIEHR S 7
TR 0 2 il 5 ) 55 & J2 48 S KRR JF 3l 248 DNA S
i, %t 55 £ )2 BRI Dec(7) 30 & IF DNA
SR, ELAA B TSR 0 G0 R s
Dec(i)=mod( floor(y"( pi+ ps)) > 10", 8)+ 1

(9)

58 B b iR A I 3R U A5 S T AR K A A Sr

JT RS R AR SCRR R TT IR 0, W) ) 4 R (4)

R RO JRE T 20 &, 2o i AR RO o PR, 52 B B

AE B2 A B A B AR 25 1 48 SO AR A
e .

2 SRS

Sk S IE AR SC T 2 TR R A B A R A
FEAS S5 1 48 SCIEMG 2075 s 5k i A 20k R F
Matlab 2016a 8 & I+ 5256 73 B , AT 2 45
G348 SUEMEINRAE A

(1) in %% 2 R ik

3 SR FH 3 AN [ Jon s B 3k o 1 2 JR I
b B, S S5 RN 3 TR o

BT EL 3R LLE 4 R FH A TR 58 3k X ik
E 16 SO RGBT I b B S AR SRR R

2 MikiELEG
Fig.2 Test fingerprint image
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Fig.3 Comparison of fingerprint image detail encryption

results using three different encryption algorithms
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Table 1 Analysis of information entropy

experimental results
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Table 2 Comparison of experimental results of image cor-

relation coefficients for three encryption algorithms
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